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CElIT 6O3: INFORMATION SYSTEM SECURITY

[Total Marks: 70Time: 3 Hours]

Instructions:
1. Figures to the r ight indicate ful l  marks
2. Each section should be written in a separate answer book

3. Be precise and to the point in your answer

SECTION-I

Q.1
(A) Find GcD (1970, 1065)
(B) Solve the following equation

3x+5y+72=3mod16
x+4v+732=3mod16

2x+7y+32=3mod16
(C) f ind out mult ipl icat ive inverse 20 & 50 in GF (101) using

extended Eucl idean method.
OR

Q.1
(A) Discuss RSA cryptosystem with example'
(e) Using Fermat's theorem, find out 22' mod 21L
(C) Elaborate the Fermat primality test for n = 561
(D) Find out QR and QN R for Z7x

Using Chinese Reminder Theorem, solve foltowing set of

congruence
i )  x=5mod13
i i )  x=3mod5
i i i )  x  =  6  mod 11

wnii is Primitive root? Find out Primitive roots of < ZtJ* ' *)

in nin giu"" P=41 and 9=43, Public key e= 11' Encrypt the

messag6 M = 100. AIso f ind out private key d'

Q.2
iAl Under Knapsack cryptosystem, Given super increasing t4l

sequence i tz t l  =i iq l i7 3t6>, M = 737 and w = 635'

Encrypt number 50 and also decrypt the cipher' (Convert the

number in binarY form ).
(B) Explain slgnificance oi totient function in Euler's theorem with t4l

suitable examPle.
(C) Write brief short note on

i) Broadcast attack
ii) Coppersmith Theorem attack

OR

t3 l
I4I

l+j

t41
t3l
t2I
I2l

t4l

I4 lQ.2
(A)

(B)
(c)

t41
I4l
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Given p = 47, q = ll Under Rabin cryptosystem, encrypr
message M = 19 to f ind cipher text, also f ind'equally probable
:oul r.ooT by decrypting cipher text and obtain plain text.trxpratn chosen cipher text attack on RSA with example.
Explain Related Message attack in brief.

SECTION-II

Q.4
(A) Explain Diff ie Hellman key exchange algori thm and

mathem€tically proves correctness of aigorithm.
(b) 

:1l lu1,PJ"y Fair cipher and decrypt theloi lowing crpner text.(use J /  I  as combine letter)
CipheT text: QMAKAGMTWTI/VTIH MNMEBH DNTS
Keyword: MASTER OF TECHNOLOGY

Q.3
(A)

Q.5 
OR

(4] Discuss about Message Digest with example.(B) Discuss about following Terms
.1. Cryptography 2. Steganography

(L/ wnre a short note on pharmino.

Q.6
(A) Compare Double DES and Triple DES.

Q.4 
OR

(A) Explain about Network Address Translation (NAT) in brief. If Two t6lusers with one Ip wants to communicate with singte remote hostthen how NAT perform such communication.
(tr.)  r . .)rscuss about fol lowing algori thm modes with diagram. 16l1. Electronic Code Block (ECB)

2. Cipher Btock Chaining (CBi)

Q.s
(A) Discuss about Messaqe Authentication Code (MAC) in brief. t4j(B) Explain DES with maior steps with diagram. 

'  
t4l(C) Alice and Bob want to establish u ,".rJt tey using the Diffie t3lHellman key exchange_ protocol. Assuming the vJlues as n = 37,

9=5 ,x=14 ,y= t34 ,
Find out the values of A, B and the secret key Kl and K2.

Is l

(B)
(c) tsl

t2 l

t61

I6l

t4J
I4l

t3 l

(B) Discuss Vigenere classical cipher algori thm with exampre,

:lllp,t tl" fotlowing message using Variabte Caesar cipnerargonthm.
Message: good morning Key = 4 + posit ion of character

I4l

I4l
I4l
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