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Fis.ures to the right indicate full marks

LiJ t.",1"^ trtJtrd be written in a separate answer book

Be precise and to the point in your anslver

Section - I

A Find GCD (970' s66)
; i'i"o 

""i"i"r,ipricative 
inverse 20 & 50 in GF (101)

Euclidean method.
C Write brief short note on

i) Broadcast attack
ii) CoPPersmith Theoren attack

OR

using extended
t4l
t4l

t4l

A
B

A
B

A
B

Find out QR and QNR for Zr:*

i;;;;;ii.;it vif rbllo*ing numbers using Millar-Rabin rest

and Fermet's Test
(i) 561 (ii) 2047
i"o[j.i .igtin.^nce of totient function in Euler's theorem with suitable

example.

Explain chosen cipher text attack on RSA with example'

;;i;;'d;;;; fteminder Theorem' solve following set of

consiuence
I )  

"=7modt3i i )  x=5mod11
i i i l  x -4mod7 

oR

What is Primitive root? Find out Primitive roots of < 221*' ">

Solve the following equation
i )  3x -2  =6mod13

i i )  2x+8=13mod11
h n(e N : :s:z and e = 17, find d (Do factorization of N;'

Under Knapsack cryptosystem' Given^slper increasing se11enc1 112
17 33 74 157 316>,M:737 unO W = 635' Encrypt number 51 and also

oi"rvpi irt" "iprt"r. 
iConvert the number in binary form)'

61",irip-: u, q = iq uoa*r'nauin cryptosystel;-ll,"jvPj..".'uu" M
: 2l to find cipher text, also find equally probable four roots by

decrypting cipher text and obtain plain text
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Que. - 4

Que. - 4

Que. - 5

Que. - 5

Que. - 6

Section - II

A Explain principle of information security with example and discuss
^ 

po_ssible acfive and passive attact, on nfo.rnuiiorr. 
''^*"'n

B What is Brand theft and Id€ntirytheft? E;;iair'lsing nrrirrring attacL.C Explain Confusion and Diffusiln in br'!'rr,g''l 
uJurE rIIr:

A Explain Play Fair cipher and encrypl the foliowing plain rexr.Ptain rext: MEETTNG rs scHEDiiLiD Aii;;if'-" 
'

^ Keyword: STUDENTSOFSEMESTER6
B Perform double columnar 

.transposition technique on followingplain text data and convert ir into cipher i""i.Iir"'"*"j"i" 
""l,:y t? e" back.original text data. fLr, :-l;;r11;r"#o ,,uintext = ,ganpat universitv,

C Discrrss an atlack that bre;k the securiry ofa packet filter.

A F1n.d:uJ.l(ey using Diffie-l{ellman key exchange algorithm onwhich Alice & Bob agreed upon 1or tulure communication wtthvalues given below.
Large prime nos. known to Alice & Bob are n : 2l and e : l7- Alice choose value (x) = g

Bob choose value 1y) : l5

OR

Discuss about following algorithm modes with diasram.
r. r.Jectronic Code Block (ECB)

* 2.. Cipher Feedback tr4odeiCFA;
Explain about Nerwork Address Tianslation (NAT) in brief. If Twousers with same Ip want to communicate *ith'ri;;l; i.rn"o," torr rt 

"nhow NAT perform such communlcatron.

Key exchange problem with symmetric key encryption algorithmsState the use of Initiatization Vector (IV) iir CSf ;noaeZ iiii n""".ruryto keep IV secret, why?
"Combining two_cr)?tography techniques are better than single
lrnjggyqhy technique,'. Exptain with example.
txplaln tr{€ssage Digest (MD) and Massage iuthentication Code(MAC) in brief.
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"."T",3:T:;Y,"ll:i _I:r ":*tr-" algorithm solve ail probrems
11.ff11"111j1, Tf ,llctrangez^!1qrlai" yoii un"*". *iirr. ;amft:

" ffj'::r*::r:l 
cipher with :z-uits uiocrs;ze il;lil'tly ,ir"having 4 rounds. l r l
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