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Student Exam No:

GANPAT UNIVERSITY

REGULAR EXAMINATION | -
2CEL0L[11T €03 : INFORMATION SYSTEM SECU RITY

1. Figures to the right indicate full marks. &
2. Each section should be written in a separate answer book.
3. Be precise and to the point in your answer.

SECTION -1

Explain about Digital Envelope with suitable diagram.
Discuss about following with reference to mo rithme’%.
1) Set of residues

2) additive Inverse and Multiplicative Invers
Find out the value of phi () for given valu
D 17he - 2 165

What is Congruence? Find all solutio llowing Linear Equations.

9x +4=12 (mod 7)
Apply the Fermat and Miller-Rabi
justify your answers. (Not@aba

D)

Discuss about Miller-

For given P=5 an
. key(d) and perfor
'RSA. (Note: AtoZ
PT: “ROYAL”

Find all soluti owing Linear Equations
7x + 3y Q3 (m 4x +2y =5 (mod 7)
OR
Solve the follo equation using Chinese remainder theorem.

X = 3] (mod 49)

he difference between Mono-alphabetic and Poly-alphabetic Cipher? Discuss
ut vigenere Cipher
uss about Types of Firewall in brief.
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SECTION —II

Discuss about use of S-BOXES in DES. S [
Discuss about following Term: 4]
1) Stream cipher and block cipher :
2) Confusion and Diffusion ‘
Explain about following Security goals. 4 14]
1) Authentication '
2) Access control
OR

Discuss about key distribution problem in Symmetr tography [4]
Discuss about following term with referenge to DES ana [4]
1) key &
2) S-Boxes
Discuss about Message Digest in brief. [4]
Explain about RSA algorithm withsuita ple. [6]
Discuss about Meet in the Middle Attacksyn brief. (5]
What is SSL? Diseuss it [6)
Is it possible t ntiffithe nessage from Message Digest? Justify your [5]
answer with gXa
Perform the pti d Decryption on following Plain Text Message using [6]
6 by 6 mat ir Cipher.

: IS JOY AND MY DATE OF BIRTH IS 29101978”
KEY: N VIJAY 3456MHAD12”
Discuss about Vigenere Cipher with example. [6]

L 4

Page 2 of 2

END OF PAPER



