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Instructions:

l. Figures to the right indicate full marks'

2.Eachsectionstroutobewritteninaseparateanswerbook.
3. Be precise and to the poini in your answer'
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Section - I

Compare symmetric ke5'and asyrnmetric key cryptography'

What is the pllrpose of message digest in intbmration security? Give its

requirements.
Find all solutions of the linear equation 5x + 3 = 13 (mod 7)'

OR

check whether 37 is prirne or not using Fermat and Miller-Rabin primalit3r test'

Find all solutions of the linear equation 6x = 12 (mod 9)'

Give example of super increasing knapsack with 5 elements and convert it to non-

super increasing knapsack using Merkle-Hellman scheme'

Explain the following terns with suitable diagram:

r) NAr 2) CFB

B. Discuss the fallowing terms in detail :

l) SSL Handshake Protocol 2) CTR

OR

Discuss the differense befween ECB and CBC with appropriate diagram'

Perform the encryption and decryption of message "greaf'using Affine cipher'

show the encryption of message ooHI" using RSA algorithin (choose suitabls RSA

parameters). Also show the decryption process'

Find the multiplicative inverse of 581 inZ6a7 using Extended Euclidean algorithm'

Find the value of Euler'stotient function s\214)'
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Section - Il

[iisc,ussencryptionanddecryptionoftranspositioncipherwithsuitableexample.

DotheencryptionusingplayfaircipherwherekeyislCCT20woRLDCUP.and
ptaili t*xt is WINI'IBRZ5' Shorv the decryption also'

OR

Discusser:cryptiorranddecr.vptionofVernanrcipherwithstritableexample.
710

Finrt tire cipher text using a Hill cipher where key matrix is 
? ? 

t and plain

ttxt is CNU. Show the decrypiian also'

i--reiifir. key distribution problern and finrl the K't ancl K2 using Diffie-l{ellman

aiguriti'in where g:lg,n:23, x:4' Y:8'

i]*ii*e wolrn and discuss securiry goals in brief'

OR

$*fit1t loc!;,-k*y pair' Discuss rnan in rrritldle at'tack with suitat}}e exanple' t6I

\Vhat is P}rarming? Bxplain passive attacks with suitable exarnple. l5l

lrraw l'e broad ]evet diagrarn of DES. Erplain expansion permutaticrn in DEs' I4l

f;,xplain l-vleet-in-tlre-niiddle attack wlth apprnpriate example. t4i

Ileiirie {li:rnfusion. If the input for the follor'ving s-tsox l: in DES is t}li011 then t4l

lirlri out tile outPut.
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