
Student Exam Nct

G,AI.{PAT LrNI \,'S R SITY
B. TECH. SEM..VI COMPU TER ENGINEERINGANFCIRMATION TEC}INOI'OGY

RF]GULAR EXAMINATION APRILJLNE - Z&I7
2CE6a3 DlT603 : INFORMATION SYSTEM SECIIRITY

Time: 3 Hoursl

Instructions:
1. Figures to the right indicate full marks.
2. Each section should be written in a separate answer book'

3. Be precise and to the point in lrour answer.

fTotal Marlrs: 60

Q.l (a)

ib)

SECTION _ I

Find 456r? mod 17: and 145i02mod 101 =---usingfermat'stheorem' (4)

Erplain Extended Euclidean algorithm and find out the Multiplicative Inverse of 23 in (3)

Zrco'

{c) Explain Vemam cipher {one time pad) rvith erample'
OR

Q.t (a) Solve the following l,inear equations:
(i) 9x + 4 = 12 (mod 7)

'  
( i i )  232x+ 42=248 (mod 50)

(b) Explain Euler's phi-function O(n) r.vith all rules, then Solve the following using its (3)

applicable rules:
(i) @ (240\
(ii) ct (4e1

(c) Explain about Virus, Worrns and Trojan llorse'**:' '

Q.2 (a) Explain Polyalphabetic encryption and encrypt the following message with vigenere
- 

cipier with key ,'PASCAL" and plain text: "she is listening".

(b) Explain complere algorithm of Miller-Rabin test and check whether 201 pass the

Miller-Rabin test or not?
OR

e.2 (a) Desoribe Chinese Remainder Theorem and solve the following equations using Chinese (5)

Remainder Theorem.
X=4mod5
X=  l 0mod  1 l

(b) Describe Rail fence cipher technique with example {take depth:3).

e.3 (a) Find out the Multiplicative Inverse for the follorving values using Fermat Theorem.

(take a:2)
(i) 5-r mod 23 (i i)  60-r mod 101

(b) Write technique of Square Root Primality Test, then perform test on "17".
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Q.4

SECTION * II

Q.4 (a) [{ow encryption and decryption is performed using cipher feedback algorithm mode?
Explain it in detailwith diagram

(b) What is message digest? What are the key requirements of message digest? Explain it r,vith
diagram.

(c) What is symmetric key cryptogr aphy'? What are the problerns with symmetric key
encryption? How to solve the problem of symmetric key encryption?

OR
Explain Feistel cipher structure in detail with diagram.

Explain Digital envelope in detail with diagram.

trn which variation of DES meer-in-the-middle attack is possible? why? Explain
meet-in-the-middle attack in DES with diagram.

(b) Given two prime numbers P:3 and Q:11, find out N,E and D using R.SA algorithnr.
Perform encryption on plaintext character 'C' and decrypt the generated cipher text
character. (Niote: rnap A to Z with 0 to 25)

Explain broad level steps tcr FGP in detail *U*n n.rrr*o diagram.
-lgf-

Which securrf,y principles are achieved't>, VfACt nxpUin working of MAC in detail with
diagram.

(a) Define following tems:
(i) Confusion
(ii) Diffusion

Draw the broad level steps for working of DES. Explain details of one round with dia.gran,

Write about packet filter firewall in brief.

End ofPaper.
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