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1. Figures to the rlgh‘ ‘ ndlcate full marks.
ol Fach section should be written in a separate answer book.
5. Be prec1se and to the point in your answer.

SECTION -1

Q-1 (A) How does public key cryptography work? Discuss about any gorithm of [4]

public key cryptography.

(B) DISLUSS about following: & [4]
a. Certificate Authority b. i
(C) Explain about Single CA Architecture with Ex - - 4]
OR
Q-1 {A) Discuss about Key Expansion Process of AES. [4].
(B) Discuss about following: [4]
a. Registration Authority b. Certif ution System or Repository
(C) Explain about Enterprise PKI Archi Example [4]
Q-2 (A) Discuss about steps which arel [6]
(B) What is the Digital Certi (51
certificates.
Q-2 (A) Discuss about Hlerarchxca Architecture. How the certificate path [6]
construction starts i archi€al PKI Architecture.
(B) Discuss abo&t St 09 Digital Certificate. [3]
Q-3 (A) Explain about ific evocation and discuss about following: [6]
a. CRL
(B) Convert

e Byte g?») into (3D) using Sub Byte Transformation of AES using [6]
irreducible polynomial x* + x* + x*+ x + 1.
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”Dlscuss about following steps ar MDS

Password based Authentication.

SECTION—IIf e

a. Padding
b. Append Length

Discuss about following Authentication Token Types
a. Challenge/Response Tokens
b. Time-based Tokens

What is Dual Signature? Discuss it in brief.
OR

Explain about ‘something Derived from Passwords’ w1th ce to

Explain about MD5 Algorithm with suitable
Discuss about Record Protocol and Alert

Explain about Secure Multipurpose

Certificate trust.
What is Kerbero

Discuss about follo with reference to Handshake protocol of SSL.

a. Establish g apabilities
b. Se‘cr Aithenticatioh and key exchange

How Pr &

L 4

ivacy (PGP) works? Discuss it in brief.
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