
Student Exam No:

SECTION _ I

Q - I (A) How does public key cryptogaphy work? Discuss about any one algorithm of t4l
public key cryptography.

(B) Discuss about following:
a. Certifi cate Authoritv b. PKI Clients

(c)

Q - l  ( A )

(B)

(c)

Q-2 (A)

(B)

Explain about Single CA Architecture with Example.
OR

Discuss about Key Expansion Proc'ess of AES.

Discu ss about fol iowing:
a. Registration Authority b. Certificate Distribution System or Repository

Explain about Enterprise PKi Architecture with Example t4l

l6lDiscuss about steps which are involvcd in working with PKL

What is the Digital Certificate? Discuss about the Technical details of Digital t5l
certificates.

OR

Discuss about Hierarchical PKI Architecture. How the certificate path
construction starts in a Hierarchical PKI Architecture.'

Discuss about Structure of X.509 Digital Certificate.

Explain about Certificate Revocation and discuss about follorving:
a. CRL b. OCSP
Convert the tsyte (88) into (3D) using Sub Byte 'fransformation of AES using 16l
GF(28) with the imeducible polynomial ,E + xn 'l- xr+ x + l.

Constant Mairix: Constant Column Vector:
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I  Q-4  (A)

(c)
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SECTION _ II

Discuss about fol lowing steps of MD5. '  
" ' i r l  

l ' l  '  '  
,  

' , '  
.  l

a. Padding
b. Append Length

DiscussaboutfollowingAuthenticationTokenTypes.
a. Challenge/Response Tokens
b. Time-based Tokens

What is Dual Signature? Discuss it in brief.

OR

Explain about 'something Derived from Passwords' with reference to

Password based Authentication'

Explain about MD5 Algorithm with suitab-le Diagram-

Discuss about Record Protocol and Alert Protocol of SSL'

Explain about Secure hrlultipurpose Internet Mail Extensions (S/MIME)'

Explain about Secure Electronic Transaction Participants'

OR

Holv PGP Certificates does works? Discuss about lntroducer trust and

Certificate trust^

What is Kerberos? How does Kerberos Works?

Discuss about foilowing with reference to Handshake protoool of SSL.

a. Estabiish secririty capabilities

b" Server Authentication and key exchange

l{or.r'Pretty Coorl Privacy (PGP) vrorks? Discuss it in brief'
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