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Instruct ions:

IT'OTAL MARKST T0

1. Figures to the right indicate tul l  marks.
2. Each section should be written in a separate answer book.
3. Be precise and to the point in vour answer.

SECTION - I

What is PKI'? Discuss about PKI Components in brief-.

Discuss aboLrt fbllowins with ref-erence 1o Processes in PKt:
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a. Ccrt i f icate Requcsts b. Certifi cate Revocation

Discuss about "Alice can obtain the CAs public key out-of'-band"

OR
Discuss aboLrt lrulixing and Shift-Row 

.['anstbnnation 
of AES.

Bxplairr about llnterprise PKI Architecture rvith suitakrle Example

llxplain aboLrt Basic Trust List model with sLritable Example.

Discr"r-ss Cc,rlificate creation stens in brief.

Discuss about the cglltents ot'a Digital Certitlcate irr brief.

O R

Explair' about Certii ' icate [Jierarchies arrr'l Se lf--signeel Digital Ceftificates.

How CA signs a Digital Cedificate? Discuss it with sLritable Diagram.

Discuss about Cl{l-, and OCSP rvith suitable Diagrams.

Convert  the Byie (FF) into (16) using Sub B1,te Transtbnnat ion o{ 'Af: iS
GF'(2r) with the ilreducible polynorniai rr i r' -- .yj r- ;6 + /.

Constant Matrix: Constant Column Vector:
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SECTION _ I I
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D i sc uss abour Secure E t cc rron i c r,nnrn"t i o n f C rrii'r'un i.l;;;o.'="'
.

Erplain about'somethi'g Delived 1l'orn Pass,.vorcls' lvith referencc ttl
Password based Authent icat ion.

What is Dual Signature? Discuss it in brief'.
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Step b,v step list out the Secule Electronic 1l'ansaction (SEl'' process.

Discuss al iout i -D Secure Protocol in br ief .

DiscLrss al;rout tirllowing with ref'erence to PFIM.
| . Canonical Conversion 2. L}ase-64 l:ncoctrng

Hxplarn ahout I lie r,r'orkinB process of Pretty Good Privacy (E-rnail
securi ly protocol) .

Discuss about I ogin ancl Obtainirrg a Service Granting'l ' ickets (TC'l') steps
oi I ( I IRRERC)S. 

OR

Encrypt the let ter '  "C" using Knapsack Cly;ptt ;  Sysrern. Super incleasing
tuple b: |  .2, ] .6,12,24,481 .  Pernruiat ion Table 14,2,5,3,1,7,61, modu[ ' -rs
n=98 and random integer r=5 is girren. f l t inar, ;  valrre nf1'G1? is l l00l  l - l l

Discuss alroLrt  f tecord Protocolancl i \ lert  Prorocol . - , f  SSL.

IJiscuss ahout step hy stc:p rvorking pr'ooess ul-lvlDi.

Based on given Input Matrix anrl Constant lvlarrix, Convert the Byte (46)
into (liD) using Mixing Translbrmation of AES.
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