Student Exam No:

GANPAT UNIVERSITY
M. TECH. SEMESTER — I COMPUTER ENGINEERING
- JaN 2012 REGULAR EXAMINATION
PGCE — 105: CRYPTOGRAPHY AND NETWORK SECURITY
TIME:-3 HOURS [TOT
Instructions:

(4)

(B)

(C) Discuss about following Security Princi

(A)

B)

©

(A)
(B)

(A)
(B)
(a)

1. Figures to the right indicate full marks.
2. Each section should be written in a separate answer book.
3. Be precise and to the point in your answer.

SECTION -1

@

Encrypt the following plain text Message using Variabl ipher.

Plain Text: “Network Security” K
What is DNS spoofing? Explain it in brief.

a) Confidentiality b) Authenticati

Encrypt the following Plain sing Double columnar

Transposition Technique. @
Plain text: “Computer énginceging” - Keyword: 24135

What is the differen
Encrypt the following age vigenere cipher with key “abcdef”
Plain text: “crypto i graphy”

Explain The Ke

Discuss 'aﬁ

a) ECB

cipher and Block Cipher

ing Algorithm Modes:
EBG

OR
Discu ut T)‘s of Firewall in brief.
uble DES and Triple DES in Brief.

llowing plain text message using 3x3 hill cipher.

2 e tei
Plain t: “Operating system”  Key Matrix: ii 1 ZJ
oo =2

ice and Bob want to establish a secret key using the diffie-hellman key
ange protocol. Assuming the values asn =353, g=3,x=97,y=233,
1 out the values of A,B and the secret key K1 and K2
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tion Steps of DES algorithm with suitable diagram.  [5]
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SECTION - 11

Discuss about Firewall Configurations.
Discuss about following Phases of SSL Handshake Protocol.

Establish Security Capabilities

Server Authentication and key exchange
client Authentication and key exchange
Finish

U8 B

OR

Discuss About Following with reference to SSL protocol
a) The record protocol b) The Alert protocol

What is MAC? Discuss about HMAC in Brief

If Public key in RSA is (19, 3599) then find the ¢ nding)rivate key.

an beused as a Merkle-
até and public keys to be

Comment whether the sequence <2 3 6 13 2
Hellman key or not. If it can, then specify tl

Explain key Distribution in Secret
Give the first two bytes of output

01
01 02 03

input word is d matrix o lumn is
13 017501 02
03 0101

1B} used in AES.

L 4
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END OF PAPER

Answer,the ings.
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. Find 10"¥nod 127=_ and 10%mod 127=__

01
01
03
02

7} and {83} in the GF(2®) modulo the
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