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Student Exam No:

GANPAT UNIVERSTTY
M. rEcH. sEM.- 

Icbl{p#il ENcTNEERTNcREGULAR ExAMINAi;o;dil," - JUNE - 20163CE2O5: PUBLIC KEY INft;STRUCTURE
Time:3 Hoursf

Instructions:

] 
Figures to the right indicate full marks.z. Each section should O. yr|"n in u rrp*ute answer book.3. Be precise and to the point in your answer.

SECTION - I

Q:l (a) 
ffi:;::lffii:;#ff:' rGS in Kerberos authentication protocor (6)

(b) How do the digital certificates get createcl? Explain.

[Totit Marla: 60

t (4)
OR

(a) Elaborate the Feige_Fiat_Shamirprotocol.

(b) Discuss pGp. (6)

(4)(a) Using the Elqamal signature Scheme, p:71 and d=I0and et:t l. FInd 
"dfi;; i t, , j , U, andy2. 

0. Choose r =t7 (10)

Q:1

Q:2

(3)

(s)

Q)

e:3 (a)

, (b)

(c)

ORQ:2 (a),yl:-J:i#:t 
::ilii:,:,;:::il:,,r;#;r:#"i::.r;:l #,;:ff (,0)

it also. 
r6'.tl's Dl or the Message M:3 and ver

Dscuss ESp protocol in IpSEC.

Discuss vadous password based authentication scheme.
Briefly explain Zero knowledse.
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Q.4

:

'  SECTION.I I

Discuss about MD-5 process using suitable diagram.

What is Certificate Path? Discuss it in brief.
What is the difference between CA and RA?

OR

Discuss about certificate path construction of mesh and hierarchical pKI
Architecture.

Show the comparison of MD-5 and SHA-I

How Digital Certificates are used for Digital Signature?
Diagram.

What is Certificate Revocation List? How it is work?
example.

(a)

(b)

(c)

.-N
I
I(4) 
I

(3)

(3)

Q.4 (a)

(b)

(c)

Q.s (a)

Q.s (a)

(b)

(c)

Q.6 (a)

(b)

Explain it using suitable

Expiain it with suitable

(4)

(3)

(3)

(4) 
'l

(b)

(c)

Discuss about various pararnetersllields of Digital certificate-

Why the roaming certificate is needed?Explain it in brief.
OR

How to-protect the private keys? Explainlabout various mechanism ofprotecting
private keys.

which PKI Architecture should you important? Justify your answer.

Explain about E-voting protocol in brief. '

Explain about following:
l. Internet Key Exchange protocol
2. PKCS
What is Smart Card? Explain it in brief.

END OF PAPER
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(3)

(3)

(6)

(4)
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