
Time: 3 HoursJ

Instructions:

Regular Examination Dec - 20lJ
3IT105: Cryptography and Net$,ork Sccurily

p#f L(t!\

[Total Marks: 70

(4)

Q.l  (a)
(b)

(c)

Q. l  (a)
(b)

1. Figures ro the right indicate full marks.
2. Each section should be written in a separate answer book.
3. Be precise and to the point rn yottr answer.

SECTION - I

fin]ri" i.11"e and passive anack \.!irh example.
tx.plarn lottowing terms of Mathemarics of Cryprographl

i. Euler's pHI function
ii. Fermat,s little theorem

Show how word W60 is made in SHA_5 12 Algorithm.

Explain the steps of one round in oes 3TIr"rr.
Discuss El-GAMA_L Cryptosystem and explain follorving terms.

.l EI-Gamal Key Generation algorirhm
lr. bncryptionalSorithm

iii. Decryptionalgorithm
Apply majoriti,' function or buffers A, B, c and find out the result. (Assume left (4)most hexadecimal digits ofthese buffers are O*1, O*a, O*U

Explain the process of MD-5 algorithm with diagram. (6)Given Super increasing table 6 : t7, 11,2i:7\ V, nz,3,s71 and r:41 and (s)modulus n=1001. Encrypl th€ lefie; :,a,, = lt, f, O, fj, b, 0, ll using knapsackcryprosystem and find the cipher text.+IJse [7 6 5 1 2 3 4]as a permutation rable.

Define congruenr modulo. Also find ,"3u:, 
" 

such that
1. 5x=4 (rnod 3) 

' r !v6va ^ ruv'LrklL (6)

2. 7x=6 (mod 5)
Explain strucrure of each round in SHA_5 12 with diagram. (5)

ff?;;H:r;r3?-ey 
and show how a KDC can create a session key betr.r,een (6)

::-n.]ii lrO Digitat Signarure scheme and compare rr ro the RSA (6)Uryptosystems.

(4)
(4)

t4)
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(c)

Q.2 (a)
(b)

Q'2 (r)

(b)

Q'3 (a)

(b)
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SECTION-II

Explain One time pad algorithm with example'

ir-nSe, ri"a the i and {1n ;, ;f you tnow that e=l 7. and n : 1 87'

Show how the blte Ohl is ountioirn"J to AB by sub-byte routine inAES using GF

liiJ.t.qtit.a constant matrix for calculation is given below'

Constant Matrix:

Q's (a) Define about following Security Principles:

i. ConfidentialitY
ii. Authentication
iii. Integrity
iv. Non-RePudiation
v. AvailabilitY

and Constant column matrix:

Compare public it with oonventional

OR

(a) Decrypt the following Encrypted message using playfair Cipher Technique

QVot"iput j and i both combine as a single field)

Encryited Message: tmazinyamtluazinekla
KeYword: india is mY country

(tr) What is the difference between confusion and diffusion?

i;; Discuss about Key Transformation process of DES step by step'

(a) Write Diffie Heilman key exchange -algorithm' 
Expiain man-in-the middle

Attack on this Diffie Hellman key exchange

1n) ;;;;;; ii;*""rg. "Goodmoming" using the Hill cipherwith the

l9  4  i
t :

r.y L5 ?-1 
oR

(3)

(6)

(s)

(6)

(s)

(b) What is Public keY cryPtograPhY?
CryPtograPhY.

().6 (a) Write a short note on CFB algorithm mode'
\<'" 

inl e-pr"it t"llowing Modular Arithmetic operations:

i. Congruence
ii. Additive inverse
iii. MultiPlicativelnverse

END OF PAPER
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