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fnsfructions:

Q:1

Q:l (a)

(b)

Q:2

Q:2 (a)

Q:3 (a)

SECTION - I

Discuss the Kerberos protocol

Describe the properties of digital signature.

OR
Given p:41, q=43 and n:1763. Choosethe steps of Fiat_shamir protocol.

Describe various approaches usedmechanism for Authen,ir"ri"" 
^i.i"fl;:'

Discuss S/MIME briefly

Explain the concept of ,,Dual 
signature,,inobjective.

[Tofal Marks: 60

s:71 and r:101. Simulate (6)

in Challenge_Response 
@)

(6)

SET. And also explain its (4)

(6)

(4)

l. Figures to the right indicate full marks.
2. Each section shoula b. *ri;;;;n'Irpurure answer book.3. Be precise and to the point in you, unr*.r.

(a)

(b)

(a)

(b)

(6)

(4)

(b)

using the RSA *q1l1t,*.nrJ:o r, e=43and d: 2r.
,,ll,i#, 

then creaie tr,. rignui*J'j, Ji,n. Message,:, #,;:lffi 
(10)

Explain each followif8 yord in the context of pKI(i) Certification Authority 
- -vrrtEXr or rKI

(ii) Registration Authoritj
(iii)Digital certifi cate

f,:*.1 rhe following derait.
Ir] 

Exnlain How Bof, N;;; our what chas used when he received a/Mrlff;;?'r?t:tr;ltv:lgorithm Arice
(ii) What is the usage ofkey rt;;;ilp? Exptain.



"E*iFEAF{$'i{ifrWtPq{flF:+lr' -"i!l"ii'ir r" 1"

Q.4 (a)

Q.4 (a)

(b)

(c)

Q.s (a)

(b)

(c)

Q.s (a)

(b)

(c)

Q.6 (a)

(b)

(c)

SECTION - II

How PKI build up the trust in between the clients? Discuss about the various
functions that needs to perform.

Discuss about "Padding" and "Append Length" steps of MD-5 Algorithm.
Discuss about components of pKI?

'" "l*i!Tr "" '

(4)

(3)

(3)

OR

Explain about following PKI Architecture: (4)
i. Single CA Architecture
2. Basic Trust list model
How Digital Certificates ate used for Message Encryption? Explain it using (3)
suitable Diagram.
Discuss about out-of-Band Transmission channel with suitable example. (3)
What is the diffbrence between OCSP and SCVp? $\
What is the difference between direct digital signature and arbitrated digital (3)
signature?

How cA signs a Digital certificate? Explain it with suitable diagram.

OR

How to protect the private keys? Explain about various mechanism of protecting
private keys.
Explain about Certificate Practice Statement with example.

Explain about E voting Protocol in brief.

Explain abo*rt following:
l. AH and ESP (IPSec main protocol)
2.MAC and MD-5

What is Smart Card? Explain it in brief.

END OF PAPER
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(4)

(3)

(3)

(6)

(4)

a !v-;

(b)
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